
BIOMETRIC SCA,
biometrics for secure 
transfers   



         One of the technologies that is rapidly moving from science 
fiction to everyday reality is the use of biometrics. Biometric 
recognition systems have evolved from the maximum security 
laboratories, one of the few places they were used, until a 
few years ago, and ended up in our pockets, embedded in 
smartphones, and not only in high-end ones. 

The consumerization of these technologies is one of the 
conditions that made the development of Biometric SCA 
possible. The other was the coming of the PSD2 Directive in 
September 2019, which has as one of its’ aims the protection 
the account holder from fraud in electronic payments. In 
order to protect the consumer, the law obliges banks, 
financial institutions and credit circuits to use a 
strong customer authentication (SCA) in payment 
transactions or user registration (enrollment). 

Authentication is considered secure if 
it occurs with two factors. To enable 
the operation, the bank must request 
authentication based on two factors 
chosen from a roster of three. The 
three categories of authentication are: 
possession, knowledge, and inherence. 

“We talk about something that the user has, something the user 
knows, and something the user is” explains Andrea Gambirasio, 
International Head of Presales at Fabrick.

“Something the user has is for example the smartphone with a 
number registered and authenticated by the bank. Something that 
is known is typically the bank account password. Biometrics, on 
the other hand, fulfills the requirement of something that the user 
ultimately is. In other words, it as a means of certification of our 
identity through something we own and are at the same time.”
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Biometric SCA is a set of services that  allow final users to 
perform a biometric Strong Customer Authentication directly 
within the bank’s app, by effectively levarging the technology 
inbuilt in smart devices. The most used biometric data are the 
digital fingerprint (touch ID) and facial recognition (face-ID), 
although on most smarthphones it is possibile to have the iris 
scanned or the voice detected. 

“SCA can be defined as 
a whole suite, an entire 
category of services” – 
Gambirasio continues – “used 
to different ends, from user 
registration, to payments, to 
enabling access to the most 
delicate data”.
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Biometrics can support a category of services



Fabrick has developed a solution that leverages the system 
built by the payment circuits (Mastercard and Visa) by using 
biometry in the 3Dsecure protocol required for the authorization 
of financial transactions. The solution is delivered as an SDK 
package so as to allow banks to integrate and implement it 
quickly.

For the delivery of this service, there are three players 
involved: the payment circuit, the bank as issuer of cards, 
and finally the bank that must manage the service facing 
the final users. Fabrick, as a platform, collates all this 
together into a simple SDK.

03 |

ID Check Mobile
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The benefits for banks
European banks can take advantage of Fabrick’s solution 
because it has pre-integrated Mastercard’s Identity Check 
Mobile (IDCM) system. If the bank wants to use IDCM, it must 
make a connection between its back end server systems and 
those, for example, of Mastercard. 

The Fabrick platform allows a faster delivery of this functionality 
by focusing on the part of customization of the solution that is 
planned with the bank itself. 

“The IDCM infrastructure is complex” - explains Guido 
Besseghini, International Solutions Manager –“ and adapting 
and developing it is not trivial. Our product team has done a 
great job managing the setup of a complete solution suite, from 
the app or SDK to the entire back end. In short, the solution 
simplifies the implementation of an IDCM project by upto a 
factor of 10”



The use of biometric data could create storage and management 
problems, but this is not the case. 

User registration within Fabrick’s IDCM service does not require 
sensitive customer data: all that is required is a bank user 
identification code, such as a masked bank code that is impossible 
to trace back to the end customer. 

Fabrick keeps the ID connected to the application installed on the 
device (the so-called ‘non-speaking ID’), it is the Mastercard SDK 
which is installed on the mobile phone together with the Fabrick 
SDK, which deals with biometrics. 

Biometrics remain on the phone, the data does not leave 
the smartphone, but is used only to encrypt and decrypt the 
signatures, while the access keys are certified only for that device, 
and for that user.
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Storage of biometric data 
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      Connectivity to payment circuits runs over HTTPS and 
protected by OAuth. Calls towards the bank are normally carried 
out on HTTPS. Authentication is customized according to the 
Bank’s requirements.

Biometric SCA consists of a mobile application, available for iOS 
and Android, and the Fabrick Biometric 3DS Service component, 
which implements the business logic via APIs: connected to the 
IDCM payment systems and banking circuits, it allows users to be 
registered. A web page to view the status of the card and operate on 
it on behalf of the user is available to bank operators.

The backend infrastructure is built as a set of micro services that run 
in Docker containers (Java Spring Boot, Golang) on Fabrick’s PCI 
DSS platform, hosted in a Fabrick proprietary cloud infrastructure. 
All endpoints and APIs are RESTful (Open API 3.0) on HTTPS. The 
architecture is completely fault tolerant and automatically scalable in 
“hot mode” to guarantee DR. 

Solution components, architecture 
and implementation 
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Architecture and implementation 
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This flow is now used for 3D secure credit card payments but can 
also be integrated for other types of exchanges, such as access to 
an app or to the bank’s website, such as making an operation such 
as a money transfer. The system works for any bank transaction 
on a current account and thus becomes a Strong Costumer 
Authentication that covers all the scenarios envisaged by the PSD2.

Meanwhile, Fabrick is already working on the next two solutions that 
will be developed in the Biometric SCA strand: the first involves using 
biometrics for logging into the banking app; and the second to use it 
to authorize transactions other than 3Dsecure.

Evolutions of 3D secure and Biometric SCA
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