
CARD CONTROL:   
advanced credit 
card management 



         One of the keys to the development of the information 
society is interoperability: that is not just to enable the flow 
of information seamlessly between IT systems, products 
and devices, but to make the end user an integral part of the 
solution. Card control does exactly that by allowing the user to 
become an important and active part of the fraud detection and 
prevention process, as well as providing them with enhanced 
functionality and information about their payment cards.

 

Card Control is a set of modules for credit and debit cards that 
allows the user to more effectively manage their cards directly 
from their smartphone. Fabrick, utilising the APIs of the issuing 
banks, the schemes (Mastercard and Visa) and often the 
payment processors and is able to deliver new functionality and 
real-time spending data literally into the hands of the users, via 
their phone.

 

The card control modules delivers benefits to all of 
the participants in the card spending chain. For the 
banks it allows the end user to be part of the anti-
fraud process, because they are able to query and stop 
immediately, spending on any of their cards they feel 
are lost or compromised. It also delivers value to the 
user by providing real-time and detailed information 
about spending and budgeting. This strengthens the 
relationship between end user and bank, as well as being 
the foundation for additional services for both private or 
corporate users in the future.
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The Fabrick card control solutions are the result of over 6 years 
of real market experience. 

It started with a large German bank, the first major European 
bank to offer its customers real-time credit card spending 
information and the ability to temporarily suspend the card, 
directly from their smartphone. 

Fabrick, in partnership with Mastercard, developed a mobile 
app for both Apple and Android users which provided real-time 
transaction alerts, spending information and the ability to freeze 
and unfreeze the card. Fabrick was able to do this by combining 
the functionalities of; the bank, Mastercard, and the processor 
in a user friendly downloadable app. 

This was the beginning of journey, which has seen numerous 
enhancements and large-scale adoption by the bank customers. 
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Success Built on Experience



One advantages of the  Fabrick platform, is the ability to access 
a set of APIs, through a common interface, without having to 
spend months of technical integration and testing. Fabrick has 
already managed the integration and testing and can simplify 
the use of one or many APIs dramatically.  

“The ability to develop end-to-end solutions using pre-
integrated APIs is a winner - explains Andrea Gambirasio, 

International Business Development at Fabrick - We have seen a fairly 
significant trend in Belgium, France, UK and Central Europe: banks 
like the API concept but they often don’t have the bandwidth to do all 
of the integration themselves, using APIs from Fabrick can reduce the 
time and effort required by upto a factor of 10 in our experience.”
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The integration of a payment circuit
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The architecture
Card Control utilizes the APIs of the issuing bank, for enrollment 
and authentication of users, the API of the schemes (Mastercard 
and Visa) for real-time transaction information, and the pre-built 
application logic provided by Fabrick, to deliver either an SDK or 
white label app, allowing the banks users to register and then 
control their cards.  

The solution is offered either as an end to end service, including 
a branded app, or as an SDK that can be integrated into an 
existing issuer’s banking or payment app.

The benefit Fabrick has to offer, on top of the simplicity of 
implementation and reduced time to market, is the ability to 
enrich the card control solution with other value added services, 
such as budgeting tools, or spending insights, all delivered 
through the platform.



The simplest option provides real-time control of the cards. It 
is no longer necessary to wait for your next statement, or log 
onto your banking app to find out the details of your spending 
. Real-time notifications are sent to the app, at the time of the 
transaction, if that transaction is not recognized, the user can 
freeze the card immediately and even alert the banks customer 
services through the app.

A slightly more sophisticated version allows the user to set 
different alerts and limitations of use, so as to avoid unwanted 
expenses. Limits can be set or blocks enabled on selected 
payment channels, such as allowing online payments, but 
blocking ATM withdrawals.

It is also possible to set spending limits beyond which a 
notification is pushed, or still restrict card use within national 
borders or exclude some specific countries.

Among the more advanced options, there is the control of 
expenses based on the individual merchant, through the MCC 
code (Merchant Category Code), and the possibility of grouping 
them according to the sector of goods or services offered. 
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From basic to advanced
This also allows for the labeling of each transaction based 
on the merchant or the sector to which it belongs for a more 
complete reporting of expenses.

Finally, Card Control can also be extended to virtual cards, thus 
allowing for maximum flexibility of use in any context for any 
credit line.

Most importantly, it gives control of spending back to the 
consumer, and provides them with real-time information 
with which to plan or control their spending. For the banks, 
having real-time spending information is the first step in really 
understanding the behaviors’ of their customers and therefore 
being able to develop more valuable services.
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On top of all the features intended for private end users of the 
Card Control solution, Business Pack makes it easy to create 
profiles for each employee or business line, thus monitoring 
spending habits based on the unit to which they belong, with the 
possibility of easily pre-defining different settings for the different 
needs of the individual business lines.

One of the main limitations to the adoption of corporate credit 
and debit cards by small businesses is a concern on how they 
may be used by staff members. 

“Two years ago we started presenting a new solution for 
SMEs - says Guido Besseghini, Head of International Solutions 
- The idea was to satisfy the need that emerged from some 
customers who had difficulties in using business cards for 
fear of fraud or the malicious or erroneous mis-use of the card 
by employees. Why not use a control structure for company 
cards? This makes it easier for the entrepreneur to manage the 
cards safely, avoiding abuse and having real-time control of the 
situation.”

The Business Pack developed by Fabrick in partnership with 
Mastercard was built using the experience gained from the first 
retail solutions but designed specifically for small and medium 
sized companies. It tackles and solves precisely this type of 
problem and allows the employer to enjoy the advantages of 
automated payments without losing control on transactions.

Business Pack
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“Card Control” features
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Designed jointly with Card Control and Business Pack, and in early 
testing, there is also a version for families and for the management of 
family credit and debit cards. 

It is called Family Card Control through which a parent can control 
their children’s card.

“The concept is the same as the Card Control or the Business Pack - 
Besseghini comments - where the parent, rather than the manager, 
can control the children’s, rather than the employee’s, card and 
block certain spending . The roadmap for the  solution includes a 
reward scheme, where different tasks can be set and rewarded 
or correct behaviours  rewarded with money or “prizes” In the 
increasingly complex world we live in, early education and training on 
how to understand and use money is a vital part of a young persons 
education, Family Control can be a useful tool in that education. 

A future for families
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